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Welcome

Welcome o Dell Client Manager Standard, This hardware management solution lets you manage your Dell

Praision workstations. OotiFler desktops and Latitude nobebooks from a remole management conscle
Management capabiities for certain clder modals as well as Dell Inspiron notebooks and Dimension

deskops are Bmited 1o discovery only. See he Product Guide for a complete list of suppared models.

Dell Client Manager Standard includes a 90 day license. Ifthe license is allowed to expire, inventory funclions

will cease funclioning. To obitain a free. unlimited icense rou must register your product. Gnce you have

‘obtaingd your unlimited Beense you will néed 1o install it Click here 10 install a licenss.

Getting Started

Quick Start Tasks. If you've aiready installed the Altirs
plus management agents on e systems you wish 1 manage - you are ready o enable hardware
management on your qualified Dell client systerns by following the Bnks in the Enable Haidware
Management section at e top of e quick start task mena, on the ek

Clicking any link on the quick $13n Lagk menu opens e target tagk, policy, of report in this window. Click the
Vi an any of the fv
Please note hat, depending upon your
reports may take some ime to begin retuming data the first ime you enabla the palicy or task that is being

framework - Al Server

task pages to leamn e status of the task.
seftings and other factors, these

reportad on

First Time Setup, f you've just installed Aiis Notication Server for the first lme, thars are 3 few things you
need fo do first betare you can perform Dell Client Manager tasks. Links to these tasks are found under the
Getting Started section of the quick start task menu. Aso, depending upon your emviranment and
managemeant praferances, you may wantts consider adjusting some Noticsbon Server configuration

+ Reports options to betier Suit jour nesds.
. Deli Client Manager Agent x| Leammore.
o I A 1 T
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Inla[@ AMT dawce sabup and requiras the p
(DNS) Server. The DNS must have ml‘om\abon inf two entities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be ragistered within DNS

of 2 Domain Nama System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comrect Inteb) SCS Server.

Resolved *ProvisionServer® IP:

Resolved Intel® SCS IP:

Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host OS. This stems
from the fact the Inted® AMT device is not a secure DNS client and it reies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
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DNS Confi gurat:on

Inla[@ AMT dawce sabup and requiras the p
(DNS) Server. The DNS must have ml‘om\abon inf two entities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be registered within DNS

of 2 Domzin Nama System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel@
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

et

Resclved "ProvisionServer” 1P: 192.163.20.10

Resolved Intel® SCS 1P 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requasts and responses issued by the host OS. The Intel® AMT device then uses the [P

provided by the DHCP to the host OS as its own.
B Altris Console Home When the host 05 is down, the Intel® AMT device requests DNS registration of its.
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are
one. [ B ™ T

IEYE

9. %#$% “Step 2. Discovery Capabilities” (B 2. R .
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<1 altiris console

j’i][x-h-feswu.

BB
B B - G—u}w G-

| Home View Manage Tools Reports Configure Help >

Ll ,
= B3 Out of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
& [ Configuration
S B3 InelT AT Geterg Started
B O section 1. Provisining
= [ Basic Provisioning) (without TLS}
B Step 1. Configure DS
i Step 2 Ducaver Copablitics
1B 53e0 3. vaew Intel @ AMT Cagabée Computers
@) 51 4 Creats Profie
@) St 5 Generate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) S3ep 7. Moritor Provisioning Process
@ 5360 5 Moritr Frofle Assgrmants
@ [ Enatie searity (1LS)
i [) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

S (& My Favarites
B alteis Consale Home:

aitirisbiont trvpen focal « TRVPROVAdmInistrator

DNS Configuration

Intal® AMT davice satup and requiras the

(DNS) Sarver. The DNS must have information inf two entities:
* The computer running Intel® SCS Server must be registered in the DNS.
+ A configured, operational Intel® AMT device must be ragistered within DNS

of 3 Domain Name System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intal@ SCS Server,

et

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10

Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it reies on the host 05
to mantan the DNS racord. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are

Bore.

10. IRIER LT “Enabled” (HH) -

A )~ T

WY E M “Disabled” (FERI) , it “Disabled” (A F5IUMRIEHE, R)5%dE “Apply” (B -

Ll
2 23 outof Banc Managenent

Out of Band Discovery

=

R =

: g :bl ek s | ¥ Enable (currently enabled)
Z gfmawmswm B o
2 [ Sectie 1. Provising \Description:  Detects Out of Band capability of clent system
& O Basic Pravvisioning [wishout TLS) |
Wl S2mp 1 Configurs DI ‘Backage name: Out of Band Discovery Package
5 simp 2 Discaver Capablbes ' Program name: [out of Band Discovery Program |
1B 53ep 3. view Intel @ AMT Cagabie Computers | | i £
@) 5ten 4. Creste Profie ¥ Enable verbose Reporting of Status Events
:Il ::c“"’"“s’“’“"‘”’ T AN 32-bit Windaws XP Computsrs, All 64-bit Windows Vista 7
Py m‘“:‘; :"W“ Computsrs, All 32-bit Windows Vista Computsrs ...
R 5ten 5 Moritor Profle Asgnents | Package Multicast: I Disaple download via multicast
& [ Enaie seaurity (1LS) |
& () Section 2, Inted® AMT Tasks "
& [ Reports © Manual F Run ance ASAP
& [ Tasks & Schadulad " Schedule:  No schedule has been defined
® Oy run at scheduled tme
7 Run a5 soon a5 possible after the scheduled time
¥ User Can Run
I™ Hotify user when the task is available
| | ™ Wam before running
Favort e E X The Agent installabon task has been saved successfully
= (@ My Favartes.
B altvis Congole Hame:
Bore. [ o 1~ T [E
11, #%4% “Step 3. View Intel AMT Capable Computers” (R 3. ZEFRA Intel AMT I 88 FHEHL) .
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<1 altiris console { -

Home View Hanage Tools Reports Configure Help >

4|5 @
2 3 Out of Bane Management Out of Band Discovery
& 53 Alert Standard Format Gatting Started
& [ Colectons | W Enable (currently enabled)
8.6 Contssin [ Mame: Out of Band Discovery
S 3 IntelT AVT Gethng Started Euam. o
G ekt L P |Description:  Detects Out of Band capability of client system.
1= [ Bask Prenisioning (wishout TLS) |
@] %ten 1 Configurs D1 | Backage name: Out of Band Discovery Package
i S0 2 Discaver Capablites |Program name: |Out of Band Discovery Program =
1 s3mp 3. vew Intel @ AMT Cogaie Computers | | 5
@) S0 4. Crants Prosie | I Enable Verbose Reporting of Status Events
g ::;::i““"" fem EMP‘“ to colections: Il 32-bit Windaws XP Computers, All 64-bit Windaws vista 7
s |

@ f1ep 7 b Computers, All 32-bit Windows Vista Computers ...
sep 7. visoring Process

@) 5ten 5 Meniter Prodie Assgrments

| Package Multicast: ™ Disaple download via multicast
@ [ Enabie Seauity (TL5) |

8 0 Saction 2 Intal AMT Tasks ' Schedufing Options
& [ Reports - C Manual ¥ Run once asap
& [ Tasis | schadulsd I Schedule:  No schedule has been defined

® only run at scheduled tme
 Rum a5 soon as possible after the schaduled time

¥ User Can Run

I™ Notify user when the task is available
™ Wam before running

Favorites = Cancel | 1) The Agent installation task has been saved successfully
= @ my Favorites
BB Alteis Congale Home

Bone [T T o @t [Pt =

L&A HA Intel AMT ZhagI TSN AT 72 BE31 & b 31

G -7

5% P Z)biis Consce 6.5
<1 altiris console

Home View Hanage Tools Reports Configure Help
Lulln — -
S 3 utof Banc Management

# B alert Standard Format Gatting Started

hieiahens frepen docnl - TRVER O\ AFminisbator

|

& [ Collecions All Intel® AMT Capable Computers |

& [ Configuration | &l computers in this tollaction are Inkal® AMT cazable |

£ IrelE AN Gatong Started |Lant Updabed:  €/27/2007 £1:03:31 AW |
= [ Section 1. Provisiing | &) This collection has no mambers.

= ) Basic Fravisioning (vwithout TLS)
@) St 1 Configurs DS
£ Swep 3 Discaver Capsblites
191 5300 3. View Intel @ AMT Cagabie Comguters
@) 51D & Creste Profe
@) Sten 5 Generate Secunty Keys
@ 5= 6. Comfigure Automatc Frofie Assgreents
@) Step 7. Monitor Provisioring Fracess
@) 5% 5 Moritor Frofle Assigents
& [ Enaie seaurity (1LS)
() Section 2, Inted AMT Tasks
& [ Reporss
& [ Tasks

Favorites x.
= (@ My Favortes
B Al Console Hove

= (o Y T JEN

12, #%4% “Step 4. Create Profile” (35 4. SRR ECH4) .



2leix|

G-

W B2 Z)aris Consde 6.5
<1 altiris console T
Home View Hanage Tesls
LI
S B Cut of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
@ [ Configuraton
S B3 InelT AT Geterg Started
B [ Section 5, Proviskning
@ [ Basic Provisionng (without TLS}
@ Step 1 Configurs B0
# 5o 2. Ocaver Copoblitics
11 | 5300 3. View Intel @ AMT Cagable Computers
@) 5ten 4 Create Profie
@) St 5 Geerate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) 5360 7. Moritor Frovisoring Process
&) Step §. Moritor Profle Assigrents
@ [ Enabie seauity (TLS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& [ Tasis

Hiove sesren

i

(o
SE - eee - ek - T
. |

it

All Intel® AMT Capable Computers

A&l computers in this collection are Intel® AMT capable.
Lask Updated:  /27/2007 31:03:33 AM

) This collection has no members.

Favorites.
2 @ my Favarites
B alteis Consale Home:

T T I ket BT
13, FEIIS (+) W IR E S .
: =lex]
o;:-; =3 [Love sesran o

W B2 Z)aris Consde 6.5
<1 altiris console

fi-B @ e Gres-
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Home View Hanage Tools Reports Configure Help
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S B out of Bang Management

6 £ alert Standard Format Gatting Startad

& [ Collections:

@ [ Configuraton

S B3 InelT AT Geterg Started

B [ Saction 1, Proviskning
= [ Basi Provisioning (without TLS)
@] 300 1 Configure B
& Smp 2 Discaver Capsbllties
TG Step 3. Ve Intel T AMT Capaie Computers
AT 53 4, Create Frofie
@) St 5 Ganerate Secunity Keys
@) S:mp 6. Comfigure Automatc Frofie Assgrments
@) 5360 7. Moritor Frovisoring Process
&) Step §. Moritor Profle Assigrents
@ [ Enatie searity (1LS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& [ Tasis

Favorites.
2 @ my Favarites
B alteis Consale Home:

ore
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| General [ Metwork | TLs [ AcL [ Power Pelicy |

General Administrator Credentials
Profile namea: default_2 User nama: 1Ar4r.‘ 1]
Profila description: Intel® AMT 2.0 password:
|Defau|t profile 2] @ Random creation
r 5
| Manual:
Kerberos

Max clock tolerance: 5 minutes

@ Irkernat =

15, “Network” (F%%) imi-R424E T H T /A ping MM, VLAN, WebUI. LAN 7R IDE EEMAGET . WRETFHME Intel AMT, FifiXeit B e MEBx Hal .

| General [network | TLS [ ACL [ Power Palicy |

General
[¥ Enable ping response
VLAN
™ use vian

Enabled Interfaces
™ web Ut

¥ Serial over LAN
[Z IDE redirection

[Etokens| [Ecwee |

& Irkemet |

B BIENENE (CA) RS2 4FR. CAIBMA. CA BRUHIAERHT .

[ General | network [Tis | AcL [ Power policy |
ns
I use TLS
Configure the Profile Certificates
CA server name |
|Entermprise =
Jocalliltires[OOBSCIESEP & Irtermet s

17. “ACL” (VI #) Bl AT 2 T4 U B SCAF QI  ADIHT P A SO 6 17 BB «



Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | merwork | TLS [ AcL | Power Policy |

View and Configure the Profile ACL

Add | Delets | £t |

hktp: [ akirishoi.trvprodocallAtine [ OORSCE Bk ProfieDil, asxTactionmadd i Irkernat v

18. “Power Policy” (HLIRSEME) I RAGREET, "L Intel AMT 1 “Idle Timeout” (ZSPRMERT) B EEFFIENCIRG . N 7 SEBUREEVERE, @it “ SN~ I REN 1.

:i altir

[ General [ metwerk [ TLS [ ACL | Power Policy |

‘Configure the Profile Power Policy

Intels
Intel® AMT is always ON (S0-S5)

Idle tmeout:
o minutes

it fakirishase.trvpeo docal{Altins [ OOBSCfEdkProfieDi, 5o sctionmadd & Inkernet 2

19. 4% “Step 5. Generate Security Keys” (¥ 5 =REEHH) .
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S 53 Outof Band Management salELlx E

-2 ? Alart Standacd Foomat Gatting Started Manage Profiles
& [ Colectons
@ [ Configuraton
= B3 InelT ANT Gateng Starbed
2 D Section 1, Provisining
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
& Sep 2 Ducover Capoblitics
1B 55e0 3. view Intel T AMT Cagabie Computers
4T Simp 4, Create Frofie
@ 51 5. Ganerate Secumity Keys
@) Step & Configure Automatc Profle Assgnments
@) Step 7 Wonitor Provisoning Process
&) Step §. Moritor Profle Assigrents
@ [ Enatée Security (TLS)
B ) Section 2. INteI® AMT Tasks
® [ Repors
& OO Tasis

[Frafile 1D [Profile Mame [Devi [0 tion

3 defeull_3 [ Cietoult profle

Favorites il e

e owsi 1ta 1ofl

2 @& My Favorites Fager 1 of1 Rows cor cage: [T X]
B Altrts Console Home

o ol - T Roow =

20. AEHA R “Export Security Keys to USB Key” CR2:4A 840 Sl Bl USB R M k&b .

SIS

e

WS Dpais consce 65 T -6 -2 - e - Gk -
<1 altiris console 0 — wmr

Home View Hanage Tools Reports Configure Help >

G e ——
TEET— SnEERE e e )
$6Y et Standerdovmt bting Staned Manage Security Keys
& [ Colectons
@ [ Configuraton

= B3 InelT ANT Gateng Starbed
B [ Section 1, Provisitning
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
4. Step 2 Discover Capablities
1B 53e0 3. vaew Intel T AMT Cagabée Computers
AT Siep 4. Creats Profie
) |52ep 5. Ganerate Security Keys
@) Step & Configure Automatc Profie Assgnments
@) Step 7 Wonitor Provisoning Process
&) Step §. Moritor Profle Assigrents
@ [ Enatée Security (TLS)
B ) Section 2. INteI® AMT Tasks
® [ Repors
& ) Tasks

Favorites. x

S (@ My Favorites I Filkar by PID: I Filtar by PPS:

B alteis Consale Home:

o ol - T Roow =

21. ¥ “Generate keys before export” (BT R B ) Hikiisl.



£ only selected
" Generate keys before export:

Ge

s Securily Keys

nerate: |5EI
sword

Iadmln

Management Engine Password

o &by or

Elll?ll

Number of security keys to g

Factory Default Tntel® b

Expart Result

cke Ganarata file, and then

craate and download USE key file. first canfigure settings and
Donnload USE key fite. Flace domnloaded file to th Davice.

e o
Avaidable: Mo data exported yet Close I

bt fskirisbor.trvpro.Joc sl ltns O0BSC SecurikyMEBSettingsPage. a5 G Internet )

22, FINEERICEHREE R T HEIR AT AL ED .« BRASH A 50.

=fore export:
Generate Security Keys
Number of security keys to generate: [so

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

e data asporsad yae =

‘Bt {fekishes trvpe o bocall brs (O0BSC Sacuri MER: Settingsage. sspox’ ) Irkernet |

23, Intel ME [ERINE 92 “admin”. JIEEECEHIY Intel ME % 4.

[Generate key
Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteld Management Engine Password

Intel@® ME Password: |adr-||n

New Intels Management Engine Password

58 koy or

i manually anager.

Intel® ME Password: Dell123!

s, than

avadable: No data exported yet ciose |

‘Bt ffakiishos.trvpro Joalflbres O0BSC SecuritMER: SettingsPage. s g Intemet ==




24, Hiidi “Generate” (AR . QIEBHG, H1E “Generate” CAEER) HAH M 20 HH I — MRz

COnly selected

 [Generate keys before export?

Generate Security Keys
Mumber of security keys to genarate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: admin

New Intebs Management Engine Password

Thi v is aither uploaded from US8 key or typed in manually into the Management

ME Password: Dell1z3!

Export Result
To create and download USE kay file
elick Dewnload USE kay fde. Place do

anfigure sattin
dud fila 1o tha L

lick Ganerata file, and then

age Davics

Avadable: No data axportad yet close |
et akisbos.trvpeo loc sl ltine  OCBSC{SecyriyMEBxSetingsPage. sepc: (G Inkarnet 7

25. W2 RikE IR USB Bl AN TRACHR 5585 i USB #2358
26. i “Download USB key file” ( T8 USB RFEICHE) GEFLL¥ setup.bin SCF R3] USB ¥4 . BRIAEIL FHIRSI USB ¥4 M S04 F] USB 4.

IR CAS 5 E e s, ML FUEEFTK UL USB 4, SAJE R setup.bin SCIFRAT 525 %

ty Keys to USB Key

€ only selected

¥ [Generate keys before export:
Generate Security Keys

Number of security keys to generate: |50

Factory Default Intel® Management Engine Password

Intel® ME Password: admin

New Intel@ Management Engine Password
This password is aither uploaded from 58 key or typed in manually into the Management
Engina BIOS Extension screan

Intel® ME Password: Del1z3!

Result
and dosnload USH key e
oad USE koey file. Flace do

loaded file to the USE Storage O

: Download USE key file _
bt ko trvpro Joc s At | COOBSCSecur iy MEB SetlingsPage a5pic g Intermet i

a. Hiili “File Download” (UAETFR) *FHET 1 “Save” (FRFF) .

File Download x|
ggmmmwwmumawwnmww

@ Hame: stup.bin
: Tyne: Unkriown Fle Typs, 25.5KE

From:  ahirisbe brvpea, ocal

Eind T | |

|@ aum yous compudes. I you do ok nas the souce, dorol ind o
peogiam bo apen this fle or save this Be. What's the rigk?

b. GIE “Save in:” (JRFFFED MMLELR IR USB 4. #ili “Save” (RFF)



avess 2x
Savein [~ Feservebie Disk [ =l o
£ oo
= Carcal
s

o+ Dourload Conglets

‘sebup,bin from stirishor. trvpeo.Jocal

Downkosded: Z5.EKBin | sec
Downosdtor  Erjsstup.bin
Trarcferrats:  25.5KBjSec

I [Eiose this dhalog bor wheen downkoad compiotes

e e | e |

PUAE T LATEBRED 2530 VI 28 2 1P A F) setup.bin U

=10x|
Bl Edt Yew Fgworkes Tods  Heb i
2 - ¥ | sewch - Folders | [T+
Akdress [ £ 8%
Nama = Soe | Type | Date Mockfind | auibutes |
File and Folder Tasks % Soevpbin KB BN Fie 72007 LI AN A
Other Places *
Details %

Remavable Disk (E:)
Reemavable Disk

File System: FAT

27. KM “Export Security Keys to USB Key” (¥ RA B4 SH B USB INFE) FIIKa)25N % 2% o 1 LR
28. ¥ USB &B RN, EANZE&, AEFTIFTEN. USB &K ar i, I B SR T E

Altiris 1] &«

Continue with Auto Provisioning (Y/N) (4k&:EBhTA [ 2/ 5] )
29. % <Y> .

Intel(R) Management Engine BIOS Extension
Copyright(C) ZB@83-8Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)




30. Press any key to continue with system boot... (Z{ER#%kE: RSG5 5...)

Intel(R) Management Engine BIDS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USBE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIOS Sync - Successful

3L GERRSE, RHITHENL, ARG R[S R 2
32. 4% “Step 6. Configure Automatic Profile Assignments” (B 6. it B AR B X444/ -

72 Altiris Consale 6.5 - Windows Internet Explorer : = ==
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Manage Security Keys

PID |PPS |Factory Defoult Password |New Password

I Filkar by PID: ™ Filtar
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33, IIERERT N “Enabled” USHD o £ “Intel AMT 2.0+ PRz, WEF2 g G mac & Sk, s ek E



Ervpwo.bocalfAbr

[« 8
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= 3 Out of Bang Management
G B alert Standard Format Gatting Started
& [ Colections.
@ [ Configuration
= E3 Irteld AMT Geteng Started
2 [ Section 1. Provisioing
& [ Basic Srovisioning (vihout TLS)
@) St 1 Configurs D15
# Smp 2. Descaver Capsbliies
B 53ep 3. view Intel & AMT Cagabie Computers
AT i 4, Create Frofie
Gl 5te0 5. Generate Secunty Kays
) Si=p £ Configure

i b Frvpen docal

Help >

w

TRVERO Administrator

Resource Synchronization

|| Enatle (currently enabled)

aw profita azsignmentz Wil be created autamatically for afl systems that sce in unprovizionad state and have
Fully Qualified Domain Kame (FQDN) found in the Koufiation Server database based on the syshem UUID,

@) Step 7. Monitor Provisioring Frocess
@) 5tep B Moritor Frofle Asegrments.
& [ Enaie security {1LS)
# () Secton 2. Intel® AN Tasks
& [ Reporss
& [ Tasks

W Enable Schedule: [Daly

™ Intel® AMT 1.0 to profile: Id.efault_B "I
W Intal® AMT 2.0+ to profila: |ufault_3 vl
 synchronize Intels SCS and server
| I Remave duph Intel® AMT from Server d
]

AL 2:10 AM svery 1 d5ys, starting Saturday, January 01, 2005

Last
Current status:

Last Synchronized:
| Tetal Devices: o
Assigned resources:
| Craated resources:

Inactive

oo

Cleaned resources:

B At Console Home

6/27/2007 2:10:11 AM
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localiAkiris
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<1 altiris console
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& [ Configuration
5 E3 Intel AMT Gethng Started
B [ Section 5, Proviskning
& [ Basic Provisioning (without TLS)
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1B 53e0 3. vaew Intel T AMT Cagabée Computers
4T 50 4 Creste Profie
G Sten 5. Generate Secunty Keys
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@) 5280 7. Monitor Proveoning Process
@ 5380 5 Moritr Frofle Assgreants
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IR BN 1P EE (DHCP), WU Intel AMT WA LA HRAE RGNS BIELAURHRIE RS Intel AMT BCE V#IEH DHCP.

RGBT P LR, U Intel AMT IP 3bhE 0S54 RGP AL . 5350, Intel AMT L4040 5 R 4E R =LA AT

v AR — SERE A TR R R R OB, AT SR 7 G FSS A 2 e A (TLS)e A BERE 1T AR S AT DL A R AL Intel AMT LASBLzEf:

H, Dell™ TFSEHLH I BRI E A, 2 RT DAY B AN B AR AT S

1 AR (SMB) B — SR RN, ARSRE TLS, WATHEREN AR . SMB SEE M T BAT MR (1SV) AR 6 S AT 0 T 1 002 2 4
AR Sl B LME A s TLS (9% 7. 76 SMB BEaleh, Intel AMT BB AL F S #2231 Intel ME BIOS Extension (MEBX) F-a5¢ ). SRR 5 923, BT AN BAR 2 JE 6l i

i, AR IR A, KT 4B 5 H L RN

Intel AMT it BA455 8 Intel AMT B HRAAEIITA LT Intel AMT 3£35, 18005 FIHHSE0LEET LAN 847 (SOL) fl IDE g (IDE-R).

PEVHSEHUI AR A 001, AT LA UCSE CRrE e B BB ) BE B e T DA A oo A B4 ) 6 0 T SMLEAT SR 5



VAR AT 77 45
A SRR LB 70 P

v G
1 IT TLS-PSK J5i%

(VRS

AR AR 2 AL (TLS), WEEMNL T A R MZE BRI % 14T Intel AMT B ERINCE M40 075 . B ARG E RS 4% (SCS) 77 s M5 B UENLY (— AN RIBCECAIEFIT
S LAREAT TLS ALH .

TSI I AL Tt BRURES, HATLAXE Intel AMT #EATACEMTIAC. IXSLiHSINLAAUEAT Intel AMT L, MIATAT LA BRUCIRES #5 R BEEDIRES . TSN TR LIRS, f&mT el
AR T A AT R E o W LIS SCS MRS, SRG IR MRS Intel AMT BLH .

IT TLS-PSK J7 ¥

IT TLS-PSK Intel AMT 5 B AIC Bl %t A ] 1 1T #1147 HERE LR %M

v BRI LR 55 2
TINEE R Sl VS AR 3

A4 T ) ERVCIRAS AT Intel AMT ZHREMTHSTHLACL 1T 3517, %EIT603T Intel AMT (OB E R E . 1T 30777 MG 7340 Intel AMT BB S, R G, H5IHUG T4
WAL T VB BB SCS i PID A1 PPS 4.

WATEM L EHEAT Intel AMT BCEL . 7T LASE A4 2 2 Wi UL 52 9 (TLS-PSK) BRstinas 4 . i SEHLERES] SCSJR, g ITAGMNC F Al i .
Al
Intel® Management Engine BIOS Extension (MEBx) & —#i il i% () ROM #i¥, H1 Intel y Dell™ $24, {7 7E Dell BIOS . MEBx C&FAf Dell it 5ILEEAT 7% I 15l

AP GE T RELA R R W E R EAACE RS % (SCS). SCS 27EHAT Intel AMT ¥ FLANECH ¥ M 4 iz 4T M HFLR . IEAITE MEBx P B, SCS AR AR S &% . SCSI@
MOTHAHEERIE (1SV) $24E, HFHAELE 1SV EEEH G M. AORVER, TS IR G AR .

A E S LM A, 4 ZiE ) Management Engine JEECE Intel AMT PA#E A liiat. F5CUERA, W25 ME BL#: )il Management Engine WA ] Al B2 5CR1_AMT il
B: i Intel AMT DU Ak gt

MEBCE : B Management Engine BLfE F b A8 2%,

BEHFCFG FBEA Intel ME BREBE, AT N B
1L ATIFSENL, 7E51 SRR, MARSGER Dell Bbsi R 4% F <Ctr><p> 414 LEN MEBX S HFLF o
2. {£ Intel ME Password (lIntel ME B#%) B “admin”. 4% <Enter> #. %X /3 K/ANE.

T T BN ETS, 285 FX MEBX BT T 24

Intel(R) Management Engine BIOS Extension vZ.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
( I 1

Intel(R) ME Configuration
Intel (R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) Current ME Password

[ESCI=Exit [ENTER1=Submit

3. 4% Change Intel ME Password (& Intel ME #%58) . % <Enter> . K& 699 Ik AR A & .

WAL AUELEE LL R TR



I
AR
AT A
— A

ANREER CIEFEEEUCTD 7R, Blin 1 $ 80 ORESE ", 7R .

TR (L) MR REA R ER TR, HRA S 5 k.
EHCHRS LU Intel AMT JTAEL. ZJETHSENLIE A BRCRE ey i LR o

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configura M

Intel(R) AMT Conf iguration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4. &4 Intel ME Configuration CIntel ME®EE) . % <Enter> fit.
ME Platform Configuration (MEF& R E ) MEa LI E ME thi, Gllebdiiemi. FEoFsmaess.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-066 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=Select [ENTER1=Access

5. RGH!

=
&1
3

|
=
b
ey

Systemresets after configuration change. Continue (Y/N). (FiE ¥ )5 REHGER. 48 [ £/ ] . )

e <Y> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—/NLWiZ Intel ME State Control (Intel ME RA&EEH]) . ZETHEINKE N Enabled BRI . 20K ILEE ¥ ECN Disabled (ZER) . WIREEEA Intel AMT, ¥4
Manageability Feature Selection (TJ & B Th RBXE ) EWHEZCA None (B) -

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. ¥ Intel ME Firmware Local Update (Intel ME Bl A B #) . 1% <Enter> .
8. &ft Always Open CRBERITHF) . #% <Enter> . ZATiHIBIN K E A Disabled (FEM) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. %% Intel ME Features Control CIntel ME Zh8E3 %) . #% <Enter> f#.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. F—AMETE Manageability Feature Selection (T ZRPEThAREEFR) . SLIWAEW LU EF & MEGL. BUARED Intel AMT.

P None (FB) IR LA BT A (K AL E B T o



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 HONE
[=] Intel(R) AMT
[ 1 ASF

11. %% Return to Previous Menu (i B L —%3EH#) . # <Enter> .
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i IL 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. %#% Intel ME Power Control CIntel ME HL¥E#EH) . 1% <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13. F—AMEETR Intel ME ON in Host Sleep States (FEEHLIEIRRAH B Intel ME) . 3RIA%E N Mobile: ON in SO (#3h: fE SOHBHA) .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

in $0, S3.4C

in 80, 83+AC, 854-5.AC

in 50; ME Wol in 33/AC

in §0; ME WolL in S3,/AC, S4-5/AC

14. %$% Return to Previous Menu R [El E—&3E8) . 1% <Enter> k.

15. i&$% Return to Previous Menu CGE Bl E—Z 3 H8) . i <Enter> #.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

JBH MEBx BEBEFIRE ME BLE . M4 SR Intel ME Configuration Conplete (Intel ME FEZEM) (B8, RIFEHEE. MEREERG, EoTLARE Intel

16.
AMT WHE. HXREH, HS0H Intel AMT L. 5 Intel AMT PAS ] Al C.

Intel AMTECE: BH Intel AMT DL FI kAR =,

EEAPCFE LR Intel AMT BCERE, 59T D8R

L ATIRSENL, (eI, RGN Dell Bbi LT <Ctri><p> M & H LLEA MEBX RIS
2. ROEAR - FMAELIIIR. MK Intel ME %15,
3. ik# Intel AMT Configuration CIntel AMTECE ) . 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Conf iguration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4, %% Host Name (EMLA) . 1% <Enter> . RS AXE Intel AMT E&BAME—[4FK. % <Enter> .

EHAFATTUME A A% . BOR% ERE MR ENAZ . X THRE P MR, N A TR SR 1P,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Submit
5. & TCP/P. 1% <Enter> .
ARG RIR LTS R
1 Disable Network Interface: (Y/N) (ZEFIMZHEC: [/ H])

% <n> .

WM, WFTEIERE AMT DhREXPAE T, HATE TCPNP . MlIu S UM fE AT, T~ — U7 FHZik min 2 &

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ti1=Select [ENTERI=fccess

Disable Network Interface: (Y/N)

1 [DHOP Enabl e] Disable DHCP (Y/N) ([DHCP CLEH] %A DHOP [ 2/ %5])

i o<n>#.

IR BB R -



6.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 Domain Narme (44)
EFBH AL .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

M pi%dE Provision Server (TRACMR%28) . % <Enter> fit.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESCI=Exit [t4]1=3elect [ENTER1=Access

7. TETRCARSS Sl 5 B N TRACR 95 2% 1P, SRJS 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/1P

Provision Model

Set FID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmuare Update

Provisioning server address

[ESCI=Exit [ENTER1=Submit
4 v BRUGEEA 0.0.0.0. HERIABE Y DNS [R5 5 FA K H AR TR 25 SR 4 FRC IR 4 28 1P f%% FLI oA e )«

8. fENE IS TBHAG N, R <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

Port number (0-65535)

[

[ESCI=Exit [ENTER1=Submit

FEd & SOGER 0. WREFEARE 0, 0 AMT K2t i 11 0071 B4 FIRCAN S5 9. 1SR FACHR 55 S LR CIO007, LA S N3t 1 5

RYHGEARULTFE R
1 [Intel (R AMI 2.6 Mode] [Enterprise] change to Small Business: (Y/N) ([Intel (R AMI 2.6 #i] [l Sech/MEA: [ £/ 5]
i <n> 4.
9. Tk SetPIDand PPS (BB PIDA PPS) . WLLFA)ffi A\ PID fil PPS, =7t SCS/EMARIL/EFET USB IN{FAiiA.

BRI TN TR UL (PID) MITIACEETS (PPS). PID HH\ANFRFALAL, PPS H1 32 NP dll. B FHAE L MBAHITS, FILEEBITSEA, PID AT, PPSH 40 4
FHF. SCS W IX S H

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model
Un-Provision

SOL/1DE-R

Secure Firmuare Update

Enter PID (e.g. ABCD-1234)

[ESC1=Exit [ENTER1=Submit

10. 4% SOL/IDE-R. #% <Enter> fi.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI=Access

11 REGHEERUUTEE, I H TR AR5 TR 8 5«
1 [Caution] Systemresets after configuration changes. Continue: (Y/N ([%%] EEENERGEREE. 48 [ £ K]
i <Y> g,

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]1=3elect [ENTER1=Access

[Caution]

System resets after configuration changes
Continue: (YsN)

1 User nanme & Password (HI/* & RI%9)
o &% Enabled (A » #AJ5#% <Enter> .

PRI AT LU WebGUI TR IR - Rl T . InAUZIE Wi R, WA AT EL L RAT MEBX SRRV ] AR



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [Ti1=Select [ENTERI=Access

Username & Password
[ 1 DISABLED
[«] ENABLED

1 Serial Over LAN (LAN EHIT)
% Enabled (BH) . RS54 <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provigsion Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESCI=Exit [t}1=Select [ENTERI=Access

Serial Over LAN

[ ] DISABLED)
[«] ENABLED

1 | DE Redirection (I DE ®jE[)

&4 Enabled () . #AJ51% <Enter> f.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI1=Access

IDE Redirection
[ ] DISABLED

[=] ENABLED

12. F—ANi&TiZ Secure Firmware Update (RABFER) - HINEE N Enabled UAH) -«

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ !

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Set PRTC

[ESCI=Exit [T41=5elect [ENTER1=Access

[ 1 DISABLED
]

ENABLED

[=

13, Bkid SetPRTC (#E PRTC) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Set FRTC

Enter PRTC in GMT(UTC) format C(YYYY:MM:DD:HH:MM:5S)

[ESC1=Exit [ENTER1=Submit

14, F—ANETUE Idle Timeout (ZERME) . BUAKEN 1. NAEAMRMIEITHES T ME LR IE 13 ikt T Wol iTiE, M 4wl il

AZAE 5 13 TR U

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ !

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout|

Timeout Value (0-6553%)

[ESC1=Exit [ENTER]1=Submit

15. 4% Return to Previous Menu GE Bl E—&3E8) . 1% <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Beturn to Previous Menyl

[ESCI=Exit [t4]1=3elect [ENTER1=Access

16. %4 Exit GRH) . #% <Enter> .

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=8elect [ENTER 1=Access

17, ZGHERUTEE:
Are you sure you want to exit? (Y/N: (FEZiEH? [ & F]: )

i <> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ {FIRM EXIT 1]

fire you sure you want to exit? (Y/N):

18. WS ER S, KAV SIHUFR T RS THSIHUIE A TR EDRES, IR I

SMB &

Intel® Management Engine BIOS Extension (MEBX) /& —Fa[ &[] ROM #id, i Intel y Dell™ 24, &7 Dell BIOS #. T4 Dell™ iH5HHLEE X T MEBX.

Dell 3 FF7EH/INE il (SMB) R 8 ML E Intel AMT. SMB BEstrpif— AT R E (92 Set PID and PPS (B PID 1 PPS) i£Xi. [F#E, Provision Model (HFBHER) 7
H41E % Small Business (AMEI4Y) il Enterprise (k) .

R E R E T FHLLMER] SMB X, 253 I Management Engine FHACHE Intel AMT LAM#EH] SMB #30. XU, 52 ME ALE: )5 Management Engine DA/ SMB f52xURT
Intel AMT FiC#: i Intel AMT A#EH] SMB £

MEMCE: J5H Management Engine PAfEFH SMB # =
EEHFCEG B Intel ME it B % E, EHATUL T B
L AR 75 SibRh, MRS Dell BRI RN T <Cti><ps 4L ASLLEA MEBX R .
2. {E Intel ME Password CIntel ME##8) FBUP# A “admi n”. 4% <Enter> .
ERX RGO E SN, SRJE X MEBX &I T 5 04

Intel(R) Management Engine BIDS Extension v2.5.15.0000
Copyright(C) 2003-0b Intel Corporation. All Rights Reserved.
( N MENU 1]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) Current ME Password

[ESCI=Exit [ENTERI=Submit

3. &4 Change Intel ME Password (BEE Intel ME 2858 ) . % <Enter> f. HH %09 P X LAFIA %15 .
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Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration

Change Intel(R) ME Password

Exit

Intel(R) ME New Password

[ESCI=Exit [ENTER]=Submit

4. & Intel ME Configuration CIntel MEBZE® ) . 4% <Enter> .
ME Platform Configuration (MEF & BB ) & LARCE ME Dheg, Bllnsaysitmi, e 5ihfes.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

Intel(R) ME Configuration M

Intel(R) AMT Configuration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=Select [ENTER1=Access

5. REGHERUTEE:
Systemresets after configuration change. Continue (Y/N). (BE ¥ 5 REHER. 4k [ £/ 5] .

% <Y> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—/NLWi/Z Intel ME State Control (Intel ME RA&FEH]) . ZETHEINLE N Enabled BRI . 0B ILEE ¥ ECN Disabled (ZER) . WIREEA Intel AMT, ¥4
Manageability Feature Selection ([ % P Dhfit i 4% ) RIS None (FB) .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. ¥ Intel ME Firmware Local Update (Intel ME B A B #) . 1% <Enter> f.
8. ik#* Disabled () . % <Enter> . ZEWAIEINKE N Disabled (FEFH) -



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. #%#% Intel ME Features Control CIntel ME Zh8E3 %) . #% <Enter> f.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. F—AM&Ji/k Manageability Feature Selection (TR ZR{:THABRE ) . SLINAETT LA B F G REI. BOARE ) Intel AMT, #%3F None (JB) eI ny LAAE T i [t F 4 B Ty

[



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[=] Intel(R) AMT
[ 1 ASF

11. #%# Return to Previous Menu (i B b —%3EH#) . % <Enter> .
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. i%#% Intel ME Power Control CIntel ME HL¥E#EH]) . % <Enter> ##.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13. RN Intel ME ON in Host Sleep States (FEEHLIEIRRAH B Intel ME) . BIAK%E N Mobile: ONinSO (#3): ¥ SO R -

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

Mobile: ON in 50, 53,aC
in 30, §3-AC, 84-5/AC
in 50; ME Wol in 53-AC
in §0; ME WolL in S3,/AC, S4-5/AC

14. %E$% Return to Previous Menu GRE E—ZF3€H8) . 1% <Enter>

15. %% Return to Previous Menu (IR B E—&& 3K 8) . % <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

JBH MEBx BEBEFIRE ME BLE . 4 ER Intel ME Configuration Conplete (Intel ME FEZEM) E8, RIFEHEE. MEREERG, EiTLARE Intel
AMT ¥ H.

16.

Intel AMTECE : BF Intel AMT DI SMB B R,

EEAMCEE LR Intel AMT BCERE, 59T LD

Lo ATIRSENL, (eIt feh, RGN Dell BbiRHILT <Ctri><p> H&H LLEA MEBX RIS .
2. ROFEAR - FMAELIIIR. MK Intel ME %15,
3. ik# Intel AMT Configuration CIntel AMTECE ) . 4% <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Conf iguration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4. #%$% Host Name (EPLE) . % <Enter> .
5. RENXE Intel AMT B&BAME—IIZFR. % <Enter> .

EHA P DU B BRI BRI BN . T HRE 1P AN AR, AL TR E AL 1P,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Subnit

. i&F% TCPNIP. 1% <Enter> f.
ROHGRARCLFER, I ELFE LT B S A 5108 B i S .

Disable Network Interface: (Y/N (3AHMZHE: [ K])
% <n>H.
IR MEAR I, BT Intel AMT ThEESFAAR T, WIRTZE TCPAP W E . SLiRWURBIVHLAMER, T kUi HZIE I 22 SR B E 3R

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

Disable Network Interface: (Y/N)

1 [DHCP Enabl e] Disable DHCP (Y/N) ([DHCP CJifH] %A DHOP [ 2/ 75])

% <n> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 Domain Narme (14)
B A .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

8. {TEEEthik#% Provision Model (FHMMER) . % <Enter> fit.
9. RGKERUTER:

ARG R LU R R

1 Change to Intel AMI 1.0 Mode: (Y/N) (EA Intel AMI 1.0 #:: [ 2/ ]



10.

11

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-66 Intel Corporation.

[ESCI=Exit

[
Host Name
TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[Ti1=Select

[Intel(R) AMT 2.5 Model

All Rights Reserved.

1

[ENTERI=Access

Change to Intel(R) AMT 1.0 Mode: (Y/N)

7 <Y> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation.

[ESCI=Exit

B Un-Provision (BUTREL ) &7, Z0bI TR TSR R % ) BRIAR B . A RBUE BRI Vi 5 2.

4% SOL/IDE-R. #% <Enter> fi

[

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[T41=5elect

[Enterprisel
Change to Small Business: (Y/N)

All Rights Reserved.

1

[ENTER1=Access

e ARSI
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Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

12, REMBRUFER, IFEF LR A 53 DR (R

1 [Caution] Systemresets after configuration changes. Continue: (Y/N ([%#%] FEENERIHGER. 48 [ 2 K]
% <Y> 4.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [1i1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

1 User nanme & Password (HIf*&RI%E)
k4% Enabled (A , W51 <Enter> #.

PRI T LB WebGUI R i/ AT . W UZIE AR T, AT AT 0 B AT MEBX Sz A2 U e BUFR



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

Username & Password

[ ] DISABLED)

[«] ENABLED

1 Serial Over LAN (LAN EHifT)
£ Enabled (A , )51k <Enter> §.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/IP

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

Serial Over LAN

[ 1 DISABLED)

[«) ENABLED

1 | DE Redirection (IDE H3Ef)

4% Enabled (D . #4544 <Enter> .,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

IDE Redirection

[ ] DISABLED)

[=] ENABLED

13. TNk Secure Firmware Update (REBHEER) - HINEE N Enabled VAR

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P
Provision Model
Un-Provision
SOL/ IDE-R

Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

[ 1 DISABLED]
]

[=] ENABLED

14. Bkif Set PRTC (& PRTC) .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
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[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
ldle Timeout

Enter PRTC in GMT(UTC) format(Y'YYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER1=Submit

15, RS2 Idle Timeout (ZFMREE) . BRIAKE N 1. (WEH SMB IZ{THIAUS A ME JLREI R 13 ik 7 Wol i&iE, Medm 4 i .

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1
TCP/ 1P
Provision Model
Un-Provision
SOL/ IDE-R
Secure Firmware Update
Set PRTC

ldle Timeout|

Return to Previous Mewnu

Timeout Value (0-65535)

i

[ESCI=Exit [ENTER1=Submit

16. %% Return to Previous Menu (IR B E—&& KB . % <Enter> .
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[ I !

TCP/ 1P

Provision Model
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Return to Previous Menyl

[ESCI=Exit [t41=3elect [ENTER1=Access

17. ¥ Exit GBHD . % <Enter> fi.

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=Select [ENTERI=Access

18, AGHERUTEE:
Are you sure you want to exit? (Y/N: (FiEZHBH? [/ 5] : )

% <> i,



Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[C 1

fire you sure you want to exit? (Y/N):

19, WEHUEER RS, KAV SIHUMR TR THIIHUIE L T REDRE, IR E .

3R [o] H 5% DU
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R HERR

Dell™ REWHEHERMHE

@ EEIINEE TR
@ PR
@ AN [T (SOL) A1 IDE F5Ef (IDE-R)

@ HREE

AT — BRI R AP BR, W Intel® AMT FCE LR, AT LRI SO RREAT R 0E

B BRI RE (BUETRAS)
SR [E] BRI B AR MBI TR . M Intel AMT Configuration CIntel AMT EdED BEH#:AT Un-Provision CERIETRAD ) EiaT ot ERIECE T Intel AMT (¥ LI AL .
TG UL R A B T S LI FIAL -

1. ## Un-Provision (BUITE) , %A% Full Un-provision CSELBUEHER) -

SEAHUH TR A TH0E 7 SMB BEA TSN, BRI BLKEATAT 6 Intel AMT FC B BEEDE MIF BRIV E, MIAREE ME ACE R E o i, 58400 Usem s 2 o sl A
TR T AT L. BR T PID 1 PPS, 4 HUH AT LI HEFTA Intel AMT JiCE B EIR ) H) BRIV E . Mo BUE B A S Ei% ME e % E el .

KY) 1 kG, RG0SR —4BCH TS . BUS TR S RE, 64 %EF] Intel AMT Configuration CIntel AMT WCE) Bk, miF¥itsbLis B NERAR AL, BrLlar by
FAER Provisioning Server (FACHRS#8) . Set PID and PPS (#® PID A1 PPS) F1 Set PRTC (i&E PRTC) iki.

2. #%#% Return to previous menu GE[E E—Z3gH) .
3. bR Exit GRE) , REH% <y> 8. H5HUs e sh.

M R

S [T AT RO Intel AMT. JE37E MEBx Fiiiihf Secure Firmware Update (ERAEMEH) WH Tkt Disabled (FA) ., WL HERES . HE
i, AN support.dell.com i/ R RES .

ASBEREE (P S BRIR A B AT L2 3 AAR . FTUATE support.dell.com ufixi bR a8 fF RIS T

LAN EHi4T (SOL) A1 IDE EsE[M (IDE-R)
TG AEE M IDE-R AT SOL, i HAT LA R A%

TERIUET SRR L, % <Ctri><p> ZLAHEN MEBx JE%.

RGUH R — RN ETD IR . WAHIN Intel ME 2575,

% Intel AMT Configuration CIntel ANT BEE) .

% <Enter> ##.

#$% Un-Provision (BUNTR) .

% <Enter> .

#4F Full Unprovision (SEB2BUNTMR) .

% <Enter> f.

FHHCE Intel AMT Configuration C(Intel AMT ME) JisihiisE.

HiRfE B

POST (JFHL B HMFEIEZHEAN MEBX

©O N U WN R

MEBX 75 #iffi%% DIMM A A, HWPTE POST CFHLEMD MM E/RLAUFEE, HIWE#EN MEBX .

Bad ME memory configuration. (ME WPEHEE B4, )

4 - DIMM A BLTEEEER 7. A7 ZImR I, 1520 (R RED -

38 [ H % 5L
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f#H Intel® AMT WebGUI
Dell™ REHHEHERMMHE

Intel® ANT WebGUI J&—FhJET Web NVIZHGS I, wH T A ZREIHSEHUEEL. WebGUI W HI{E —FICIIRLR, LIHAE Intel AMT HCEAALE R SR/ AL IERIT. R
HHLGIZAT WebGUI F L THEIHLZ IR AL Ty, B W R T SEHL 1Y Inted ANT B AIACE IE A .

A LMEF{ER Web B4 (ll Internet Explorer® s Netscape® N AIFE/F) Vil Intel AMT WebGUI.
A PR SR B4R

TR BEIEG
FFLR

TR SR B
RERraibin
M

BRI, MREMACE T SMB TSNS WebGUI SCHf. R EMACE T B TSR 550 F; WebGUI F % B AL B AR 55 25 «
A RALH WebGUI FrIMIE S TEAM Intel Web 3 e www. intel.com L3k,
AT LA AR BT LA P 3 28 1 LR B TSI Intel AMT WebGUI:

1. 4TJFEAT Intel AMT ZBAEMITSINL (C5EM Intel AMT EAIRCE) .
2. MILEIFEHLEES) Web WS, Bl Intel AMT HHSEHLALT [E—7 R (45 B 5001
3. JEHEE MEBx PHRIEN IP MhELUZEA Intel AMT ZHAEMITHENLASG . CRf: http://ip_address: 16992 = http://192. 168. 2. 1: 16992)

VORISR, %36 0N 16992, fEH I 16993 il https:// EREE CE AR AR L BRI E AT SEOUL K Intel AMT WebGUI.
VO WRAEA] DHCP, SAJS A ME fEHABRiEE4 (FQDN), ) FQDN - Hi WL R4 & . R http://host _nane: 16992 5% http://systeni: 16992)

HHHENUS SR Intel AVT ThESHITHENLEE L TCP 8, JHMILEA Intel AT ZHAERIIHENLAY Management Engine ili#ki A 1 Intel AMT FTHZ% Web Wiffi.
4. BN AAER.
BRI 20 “admin” . WNTE MEBX H Intel AT ¥ FIUIA BLEL 10 %Y.
5. AU HHUEEIFHEAT LB E
FEATLLAE WebGUI th S SUZAZ T SEMLAY MEBX A, F WebGUI sAR¥siil & h B Ca s 7 LA . B i (EIZAE MEBX #5H%) (U T35 WebGUI izt & HEAT mFE R

fEo FITAHLT I MEBX FIAHL MEBx BEHOORTE XK. MAAUAILAMAIZTE MEBx %A, LMEAMBEREY I THEHL I MEBx. BWI7E Intel ANT BB T MEBx WHIN, Z#HY
BT LA P AR A St g th o] LA R o 0 . A SRE O T R g, WX A ST R 2 R

6. k¥t Exit GEH) .

3 [1] | 3% DU
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